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D uring the current health emergency, social networks have provided access to all kind
of information related to the current SARS-CoV-2 outbreak, the cause of the new
coronavirus disease (COVID-19).

Through social networks, the Government, international organizations, the media and the
general population share information on a daily basis on the status of infections, health
recommendations, as well as different chain letters and media campaigns that intend to face
the COVID-19 pandemic.

Information and communication technologies (ICT) and especially social networks, when
used appropriately, represent a very valuable tool to counteract the health crisis caused by
COVID-19. By their own design, social networks offer a platform for direct interaction among
citizens that allows the dissemination of objective and truthful information that could help
minimize the effects of this pandemic or even eradicate it.



However, in order to use social networks in a responsible manner in the uncertain times of
COVID-19, it is necessary to know the limitations and prohibitions that exist when information
containing personal data is shared through them.

This document does not intend to examine or assess the legality or justice of the norms that
will be analyzed; discussion that will need to be addressed when the current crisis has been
overcome. Instead, the purpose is to present to the reader the rights and obligations related
to the dissemination of personal data through social networks, as well as the possible
sanctions that would be applicable by the breach of any relevant regulation.

A.   Information about patients diagnosed with COVID-19:

The Constitutional Court has recognized that from the right to human dignity - guaranteed in
the first five articles of the Constitution – derives other rights “related to intimacy, honor and
privacy, which, as a whole, also guarantee the existence of another right: the one referred to
the informational self-determination”[1]*. The right to informational self-determination is
related to the power of every person to exercise control over the personal data, contained in
public or private registers, that concerns him.

Likewise, the Constitutional Court has ruled that, with regard to the right to privacy, the central
object of protection is the person's private life, which must necessarily be kept private from
public knowledge, unless the data subject consents otherwise. Finally, the Constitutional
Court affirms that the individual is not only empowered to demand respect for his human
dignity, but also the State has the obligation to seek its observance.[2]

In line with what is regulated at a constitutional level, article 9 of the Access to Public
Information Law (Decree 57-2008 of the Congress of the Republic, hereinafter “Access to
Public Information Law”), regulates that sensitive personal data encompasses any personal
data that refers to the physical or moral characteristics of people or to facts or
circumstances of their private life, such as those related to the state of health of a person.[3]
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[1] Ruling rendered in file 1356-2006 of the Constitutional Court, dated October 11, 2006.
*Quotations from the rulings of the Constitutional Court and translations from the quoted articles were made
personally by the authors.

[2] Ruling rendered in file 1201-2006 of the Constitutional Court, dated September 27, 2007.

[3] (…) Sensitive data or sensitive personal data: Any personal data that refers to the physical or moral characteristics
of people or to facts or circumstances of their private life or activity, such as personal habits, racial origin, ethnic
origin, political ideologies and opinions, religious beliefs or convictions, states of physical or mental health, preference
or sexual life, moral and family situation or other intimate matters of a similar nature. (…)



Sensitive personal data is, according to the Access to Public Information Law, confidential,
which implies that its access is restricted and can only be known by its holder. [4] To this
regard, the medical diagnosis and in general any other data from a patient's medical record
(such as his name, home address, telephone, etc.) that refers to a person's physical health,
are classified as sensitive personal data and therefore confidential.

The Health Sciences Foundation clearly synthesizes in its "Ethics Guidance in Medical
Practice" that the qualification of data related to health as sensitive data needs of special
protection, and that it "is not only the consequence of the greater sensitivity of the current
society for all issues related to personal privacy, but also a result of the great technological
advance that has made possible the violation of that right by very difficult ways to detect and
that for this reason most of the time go unpunished”.[5] In addition, in the specific case of
social networks, the information that is disclosed there can be spread to a large number of
people quite quickly, therefore making it impossible to remove personal data from the web,
preventing the observance of the "right to be forgotten" of the individual.

Also, personal data related to the health of a patient is considered as sensitive data for the
damages that its disclosure could entail. The disclosure of these data may cause financial
damages such as those that would result from the patient being denied health insurance
coverage, losing his job or not being considered for job offers. Furthermore, the disclosure of
these sensitive data could affect the patient from the psychosocial point of view, stigmatizing
him in his social circle or at work, which can lead to the isolation of the data subject from
society in general.[6]

#WEAREAR IAS

[4] Article 22 of the Access to Public Information Law: Confidential information. For the purposes of this law, the
following is considered confidential information: (…) 5. Sensitive or sensitive personal data, which may only be known
by the data holder; (…).

[5] Privacy, Confidentiality and Secrecy, Ethics Guidance in Medical Practice, Health Sciences Foundation, Spain.

[6] BELTRÁN AROCA, C., and LÓPEZ, E., How do social media affect patient confidentiality? Review of potential
problems and recommendations, available at: https://scielo.conicyt.cl/scielo.php?script=sci_arttext&pid=S1726-
569X2017000100189#B5, retrieved on March 26, 2020.



B.   Health System, access to information and treatment of personal data:

As a measure for disease prevention, the Guatemalan Health Code (Decree 90-97 of the
Congress of the Republic, hereinafter the “Health Code”), establishes the obligation of health
institutions, establishments and personnel, of the public and private sector, as well as the
other State authorities and the population in general, to notify about the appearance of
preventable diseases, whether or not they are transmissible. [7]The obligation to notify this
type of disease is established so that the health system shall implement all the necessary
measures to diagnose and prevent the spread of the diseases, among other prevention and
containment measures.

Despite the obligation to notify, the Health Code guarantees patients access to the
corresponding diagnosis and care, in conditions appropriate to respect their integrity and the
confidentiality of the case.[8]

Therefore, the officials of the health system, as well as the health personnel in charge of the
treatment of people infected by transmissible diseases, must guarantee at all times the
confidentiality of the case they are treating, in order to guarantee the integrity of the patient
and respect his sensitive personal data. Even in those cases in which there is a notice
obligation to health authorities, physicians could not reveal the name of their patient or any
other indication that allows them to be identified, in order to safeguard the integrity of the
patient and respect their sensitive personal data.

In connection with the above, the Code of Ethics[9] of the Association of Physicians and
Surgeons of Guatemala (hereinafter the “Code of Ethics”) includes provisions that must be
respected by physicians, in order to avoid incurring into sanctions imposed by the Court of
Honor of the mentioned Association.
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[7] Article 54 of the Health Code: Notice. It is the obligation of the institutions, establishments and health personnel,
public and private, other authorities and the community in general, to immediately notify the dependency of the
Ministry of Health of its jurisdiction, the appearance of environmental, behavioral and labor risk factors , as well as
preventable, transmissible, non-transmissible diseases, accidents and diseases related to veterinary public health. The
diseases of compulsory notification will be established in the regulations, as well as their individual and collective
treatment. Failure to comply with this provision will be sanctioned in accordance with the provisions of the section of
sanctions of this Code.

[8] Article 55 of the Health Code: Access to health services. Public and private establishments in the Sector must
provide patients with transmissible diseases and their contacts access to etiological diagnosis and health care, in
conditions that respect their personal integrity and the confidentiality of the case, without detriment to the provisions
indicated in Article 54.

[9] The Code of Ethics is a normative and disciplinary body issued by the Association of Physicians and Surgeons of
Guatemala, a professional association recognized by the Law of Compulsory Professional Association, Decree 72-
2001 of the Congress of the Republic, with powers to issue regulations addressing the professional ethics standards
to which their members must observe.



In accordance with the Code of Ethics, doctors and surgeons are obliged to keep professional
secrecy in relations with their patients,[10] with few exceptions[11], such as the case of
disclosure in the case of diseases that require mandatory notice to the health authorities, in
connection with the aforementioned provisions from the Health Code.

Contravention of the above provisions could imply for physicians, in addition to the
corresponding criminal liability, the sanction by the Court of Honor of the Association of
Physicians and Surgeons of Guatemala.

C.   Possible legal consequences when disclosing sensitive personal data through social
networks:

Having established the constitutional treatment, as well as the treatment that the Access to
Public Information Law, the Health Code and the Code of Ethics, give to sensitive personal
data, and especially to the personal data of a person's clinical record, it corresponds to
identify the legal consequences that could be incurred if these data is disclosed in
contravention of the provisions previously addressed.

[10] Article 43 of the Code of Ethics: Professional secrecy is the obligation to do not reveal any information about acts
seen, heard or reported about the patient, in the exercise of his profession and outside it. Professional secrecy is
inherent to the practice of medicine, it is imposed for the protection of the patient and the professional is obliged to
keep it. Professional secrecy does not prescribe with the death of the patient.

[11] Article 45 of the Code of Ethics: The doctor can disclose any information protected by professional secrecy, and
with discretion, in the following cases:
a) By express authorization of the patient.
b) When required by the competent authority.
c) Due to mandatory law provisions where denunciation is mandatory.
d) When there is a clear danger for the patient, other people or society.
e) In cases of diseases that require mandatory notice to the health authorities.
f) In the care of minors to those who have parental authority.
g) When the doctor is legally harmed by maintaining professional secrecy.

#WEAREAR IAS



Commercialization or distribution of personal data[12]: commercialization or distribution,
by any means, of personal data information files or sensitive personal data that come
from public records without the express written authorization of the holder.

Disclosure of confidential information[13]: disclosure of confidential information by
servers or public officers, as well as by anyone who has an obligation to keep the
information confidential.

Undue advertising[14]: making public any correspondence, papers, recordings or
photographs not intended for advertising that are legitimately in possession, without due
authorization, even if they have been directed to it, when the act causes or could cause
damage.

 
Sanction: imprisonment of five to eight years, a fine of fifty thousand to one hundred
thousand quetzales, and confiscation of the instruments of crime.

 

 
Sanction: imprisonment of five to eight years, special disqualification for double time of
the imprisonment imposed, and a fine of fifty thousand to one hundred thousand
quetzales.

 

Sanction: fine of two hundred to two thousand quetzales.

[12] Article 64 of the Access to Public Information Law: Commercialization of personal data. Whoever commercializes or
distributes by any means, personal data information files, sensitive or sensitive personal data, protected by this law
without the express written authorization of the holder thereof and that does not come from public records, will be
sanctioned with imprisonment of five to eight years and a fine of fifty thousand to one hundred thousand quetzales and
confiscation of the objects of crime. The criminal sanction will be applied without prejudice to the corresponding civil
liabilities and the damages that may be incurred by the commercialization or distribution of personal data, sensitive data
or sensitive personal data.

[13] Article 67 of the Access to Public Information Law: Disclosure of confidential or reserved information. The public
servant, official or employee who reveals or facilitates the disclosure of information of which he is aware by reason of his
position and that by provision of law or the Political Constitution of the Republic of Guatemala is confidential or reserved,
will be punished with imprisonment of five to eight years and special disqualification for double time of the imprisonment
penalty imposed and a fine of fifty thousand to one hundred thousand quetzales. The national or foreign person who
having the obligation to keep confidential or confidential data that by law or the Political Constitution of the Republic of
Guatemala incurs in the sanction of the preceding paragraph will be sanctioned in the same way. The criminal sanction
will be applied without prejudice to the corresponding civil liabilities and the damages that may be incurred by the
disclosure of confidential or reserved information.

[14] Article 222 of the Criminal Code: Any individual who, being legitimately in possession of correspondence, papers or
recordings, photographs not intended for publicity, makes them public, without due authorization, even if they have been
directed to him, when the act causes or could cause damage, will be sanctioned with a fine of two hundred to two
thousand quetzales.
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Injury[15]: any expression or action executed in disgrace, discredit, contempt of another
person.

Defamation[16]: when the accusations constituting injury are made in the form or by
means of disclosure that may provoke hatred or discredit, or that impair the honor, dignity
or decorum of the offended, before society.

 
Sanction: imprisonment from two months to one year.

 
Sanction: imprisonment for two to five years.

In accordance with the above, the personal data contained in the clinical record of a patient,
which makes it possible to identify them, should not be commercialized or disclosed by any
means. Both public officials and individuals, who have an obligation to maintain the
confidentiality of sensitive data, and others required under the Access to Public Information
Law, could commit crimes for disseminating information related to a person's health status.
Similarly, individuals who share sensitive personal data on social networks would be exposed
to the possibility of committing the crime of improper advertising and the crime of
defamation, if they shared them in an abusive manner. Finally, it is pertinent to remember that
criminal liability does not exclude the civil liability that could be incurred if, as a result of
disclosing sensitive personal data on social networks, damages or losses are caused to the
holders of said data.
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[15] Article 161 of the Criminal Code: Injury. Any expression or action executed in disgrace, discredit or contempt of
another person is injury. The person responsible for the injury will be punished with imprisonment from two months to
one year.

[16] Article 164 of the Criminal Code: Defamation. The crime of defamation is committed when accusations
constituting slander or injury are made in the form or by means of disclosure that may provoke hatred or discredit, or
that undermine the honor, dignity or decorum of the offended, before society. The person responsible for  efamation
will be sentenced to two to five years of imprisonment.



Give consultation, diagnosis or prescriptions by press, radio, television, or any means of
communication and computer science, without knowledge and clinical evaluation of the
patient.[17]
Infringe confidentiality or professional secrecy when using social networks.[18]

D.   Specific considerations for doctors in this health crisis:

Technology has allowed the health crisis generated by COVID-19 to be lived and faced with
the use of ICT as a main ally of government authorities, the health system and the general
population. ICTs have allowed most activities to continue remotely during this crisis. Despite
the facilities that ICT represent, physicians must take into account the limitations that exist in
the Code of Ethics regarding the exercise of their professional activities through information
and communication technologies, as well as the use of social networks for such purposes.
Specifically, physicians must take into account that they cannot carry out the following
activities:
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[17] Article 88 of the Code of Ethics: The physician must not:
a) Accredit titles that you do not own, carry out or advertise treatments for which you have not been trained.
b) Announce promises of infallible cure or use secret medications or procedures.
c) Give consultation, diagnosis or prescriptions by press, radio, television, or any means of communication and
informatics without knowledge and clinicalevaluation of the patient.
d) Use for their prescriptions or written indications, paper on which there is printed advertising from pharmacies,
laboratories, the pharmaceutical industry or any other class, together with the name or data that identify the doctor.
e) Mention trade names or names of the pharmaceutical industry in scientific articles or in the media.
f) Advertise, with trickery or deception, free or low-cost services.
g) Announce special fees or discounts.
h) Display medical publications and advertisements in inappropriate places or sites that compromise the seriousness
of the profession.

[18] Article 92 of the Code of Ethics: When using social networks, the doctor must, at all times, maintain professional
conduct in accordance with the content of this Code, respecting confidentiality and professional secrecy.
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Use social networks to make inquiries, diagnostic opinions, prescriptions or follow up
with patients.[19]
When using social networks, allow the treated patient to be recognized or identified,
through any image or data.[20]

[19] Article 93 of the Code of Ethics: The doctor must not use social networks to make consultations, diagnostic
opinions, prescribe or follow up on patients.

[20] Article 94 of the Code of Ethics: When making use of social networks, the doctor must ensure that the patient is
not recognized or identified through images or any other data.

Francisco Zuluaga
Paralegal
francisco.zuluaga@ariaslaw.com

http://ariaslaw.com/en/people/gramajo-florencio-a
http://ariaslaw.com/en/people/gramajo-florencio-a
http://ariaslaw.com/en/people/gramajo-florencio-a
http://ariaslaw.com/en/people/gramajo-florencio-a
http://ariaslaw.com/en/people/gramajo-florencio-a
http://ariaslaw.com/es/abogados/gramajo-florencio-a
http://ariaslaw.com/es/abogados/gramajo-florencio-a
http://ariaslaw.com/es/abogados/gramajo-florencio-a

